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Privacy
1. Why is individual privacy important?

2. Do we have any right to privacy in a public place? 

3. When are breaches of privacy morally acceptable?
4. Suppose social scientists have shown conclusively that the ability to repay a car loan is correlated with sexual orientation. May banks collect sexual orientation information?

Scenario #1: Privacy and Security Risks

Three years ago, Diane started her own consulting business. She has been so successful that she now has several people working for her and many clients. Their consulting work included advising on how to network desktop computers, designing database management systems, and advising about security.


Currently she is designing a database management system for the personnel office of a medium-sized company. Diane has involved the client in the design process, informing the CEO, the director of computing, and the director of personnel about the progress of the system. It is now time to make decisions about the kind and degree of security to build into the system. Diane has described several options to the client. Because the system is going to cost more than they planned, the client has decided to opt for a less secure system. She believes the information they will be storing is extremely sensitive. It will include performance evaluations, medical records for filing insurance claims, salaries, and so forth.


With weak security, employees working on desktop computers may be able to figure out ways to get access to this data. Hackers might gain access to the data too. Diane feels strongly that the system should be much more secure. She has tried to explain the risks, but the CEO, director of computing, and director of personnel all agree that less security will do. What should she do? Should she refuse to build the system as they request? (R. E. Anderson, D. G. Johnson, D. Gotterbarn, and J. Perrolle, “Using the New ACM Code of Ethics in Decision Making,” Communications of the ACM, vol. 36, no. 2, pp. 98–107, Feb. 1993.)
Scenario #2: Search Engines

An individual named Pat contributes to a cause sponsored by a gay/lesbian organization. Pat’s contribution is later acknowledged in the organization’s newsletter, a hardcopy publication that has a limited distribution. The organization’s publications, including the newsletter, are subsequently converted to electronic format and posted on the organization’s Web site. That Web site is then “discovered” by a search-engine program, and an entry with its address is recorded in the search engine’s database. It is possible that Pat has read the newsletter but still has no idea that it is also on the organization’s Web site.


Pat is an acquaintance of yours from high school, and you have not seen Pat since you both graduated two years ago. You cross paths briefly at a sporting event and agree to get together for lunch to catch up on your lives since your high school days. Curious to learn what Pat has recently been up to, and to prepare yourself to discuss some of these activities when you get together for lunch, you decide to inquire about Pat via the Internet. You access google.com, and Google returns a series of “hits” about Pat, one of which identifies Pat in connection with the gay/lesbian organization.


Has Pat’s privacy been violated? (Herman T. Tavani, Ethics and Technology: Ethical Issues in an Age of Information and Communication Technology, Wiley, New York, 2004.)
Scenario #3: Loyalty Cards

At grocery clubs, members with cards pay lower prices for food, and in exchange the grocery gathers information about members’ purchasing habits. Is this program fair? Some consumers respond to the loss of privacy associated with loyalty cards by giving phony personal information when they apply for these cards. Others regularly exchange their cards with those held by other people. Are these people doing anything wrong? (Michael J. Quinn, Ethics for the Information Age, Pearson Addison Wesley, Boston, Mass., 2005.)
Scenario #4: Privacy Policies

Online consumers who engaged in transactions with Toysmart were assured, via an on-line trust seal, that their personal data would be protected. The vendor’s policy stated that personal information disclosed to Toysmart would be used internally but would not be sold to or exchanged with external vendors. In the spring of 2000, however, Toysmart filed for bankruptcy.


Toysmart ceased operations in May 2000 and decided to solicit bids for its assets, which included its databases containing the names of customers. Parties interested in purchasing that information believed that they were under no obligation to adhere to the privacy policy that Toysmart had established with its clients. So whoever either took over Toysmart or purchased Toysmart’s databases would, in principle, be free to do whatever they wished with the personal information Toysmart had gathered. (Herman T. Tavani, Ethics and Technology: Ethical Issues in an Age of Information and Communication Technology, Wiley, New York, 2004.)



